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Getting the 
Bugs Out

T
he concept of a radar that detects 
semiconductor and metallic objects 
by monitoring second and third har-
monic reradiations was conceived 
over 35 years ago. Called harmonic 

or nonlinear [1], [2], these radars can transmit 
at one or multiple frequencies and then receive 
the reflected signals at, or close to, the harmonic 
frequencies. Recently, harmonic radars have been 
used in different applications such as insect and bee 
tracking, vital-sign monitoring, antitheft systems [3], 
vehicular detection and identification, and countersur-
veillance [4]–[7]. Important design metrics for harmonic 
radars include operating frequencies, waveforms, polariza-
tions, power levels, false-alarm rates, and detection sensitivity 
and range [5]. 

For example, the authors in [8] explored the continuous wavelet transform and performed 
entropy analysis to improve the signal-to-noise ratio (SNR) and detection sensitivity of har-
monic radars. In [9], radar transmission equations were derived using a nonlinear scatter-
ing model; here, a nonlinear junction was modeled as a nonlinear circuit network, and the 
formulas for calculating scattered signal characteristics were provided. False alarms are a 
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major problem for harmonic radars and can be caused 
by system-internal harmonic leakage, corrosive or 
junction metals, or the presence of harmonic reflectors 
in the scanned area. Before the harmonic radar starts 
to scan the environment, it is important to be sure 
that the area has been sterilized of all major harmonic 
reflectors in range of the radar to prevent false alarms.

Harmonic Radars in Countersurveillance
Over the last decade, harmonic radars have been used 
for various applications in the electronic countersur-
veillance field. The use of a harmonic radar system has 
been proposed to investigate hidden electronic devices 
such as electronic bugs [7], [10]–[14]; this application is 
commonly referred to as a nonlinear junction detector 
(NLJD) [7], [10]–[15]. An NLJD allows the inspection of 
constructional elements in facilities, buildings, walls, 
and furniture to detect hidden surveillance devices 
such as radio microphones, tape and/or digital record-
ers, and other passive or active electronic devices. Such 
applications present an even more difficult scenario 
because the designer does not know the exact compo-
sition of the target. 

Nonlinear Junction Detectors
In the literature, most work related to NLJDs is in the 
field of antenna design and optimization [16], [17]. In 
[12], [18], and [19], analog/digital harmonic detection 
techniques and their implementations for solely sec-
ond harmonic are presented. In [10], the relationship 
between the illuminated power level and the accu-
racy of detection for NLJD systems is explored, and an 
automatic control algorithm is proposed to adapt the 
transmitted power. In [15], all amplification and filter-
ing tasks are moved to the search head to prevent the 
self-detection that occurs when a high-transmit power 
signal propagates through long, flexible RF cables 
and RF connectors: short, rigid cables, filters, ampli-
fiers, and antennas are integrated into a search head 
to increase detection sensitivity and the transmitted 
output power [15].

The operating principle of NLJDs is based on the 
nonlinearity of electronic devices [20]. All electronic 
devices contain P-N junctions such as diodes and 
transistors, all of which exhibit nonlinear behavior. 
These nonlinear devices reradiate the energy back 
to the source at double and triple the frequencies 
of the excitation signal. Since the basis of almost all 
semiconductors is the P-N junction, harmonic radar 
can detect almost any unshielded electronic device 
[7], [10]–[14]. All P-N junctions generate second and 
third harmonics when illuminated with sufficient 
RF energy, but the second harmonic is much stron-

ger than the third harmonic for semiconductor junc-
tions. Conversely, while corrosive or junction metals 
also generate harmonics [1], [21]–[23], in this case the 
third harmonic is stronger than the second harmonic. 
Sometimes these harmonics may be very close to each 
other, and this can cause false alarms. 

From the mathematics of nonlinear systems, the 
P-N junction V-I (voltage-current) characteristic has 
an asymmetrical response, i.e., ( ) ( )I V I V!- -  [see 
Figure 1(a)]. This causes strong even-order harmon-
ics but weak odd-order harmonics. Metal–metal, or 
M–M, junctions or corrosives have symmetrical and 
noisy V-I responses, i.e., ( ) ( )I V I V,- -  [see Figure 
1(b)]. This causes both even and odd harmonics, but 
odd harmonics are closer in amplitude to even har-
monics, if not even stronger. Detailed mathematical 
analyses can be also found in [1], [2], [8], [11], [14], 
[24], and [25].

A Portable Harmonic Radar  
for Detecting Small, Hidden Devices
In this article, we present the design and implementa-
tion of a portable harmonic radar. Harmonic radar can 
be implemented in two ways: either as impulse radar 
or as continuous wave (CW) radar. Here, we implement 
the harmonic radar as a stepped-frequency CW radar. 
This radar has a 1.95–2.05-GHz transmit capability and 
a 3.9–6.15-GHz receive capability, allowing the detec-
tion of up to third-order harmonics. We discuss the 
design tradeoffs applied to the radar and demonstrate 
the implemented circuits. 

Using the designed radar, a handheld system is 
implemented to detect hidden electronic devices. The 
system has a +32-dBm transmitter (Tx) output power 
and a -130-dBm receiver (Rx) sensitivity. The imple-
mented radar is able to detect a small semiconductor 
target (1.85 cm # 1.85 cm) at a distance of more than 
50 cm and can accurately discriminate semiconduc-
tor targets from corrosive metals. In addition, we pro-
pose a frequency-analysis algorithm to improve the 
accuracy of the system further for targets that have 
both semiconductor and corrosive metal parts. This 
frequency-analysis algorithm is the most important 
novelty of the implemented radar: the harmonic 
radar’s accuracy is improved by analyzing the tar-
get over a wide frequency band and interpreting the 
obtained results. 

Using the designed radar, a handheld 
system is implemented to detect  
hidden electronic devices.
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We also show designs we have implemented for 
special Tx and Rx antennas and discuss important 
specifications to reduce the internal system leakages of 
harmonics and so improve system accuracy.

System-Level Considerations

Detection Range and Accuracy
The issues most commonly encountered with NLJD 
systems are detection range and accuracy [10]–[12], [18]. 
Detection range depends on the target objects and the 
system’s sensitivity. Some target objects reflect strong 
signals, and some reflect weak signals when they are 
illuminated by electromagnetic energy. The reflected 
signal depends on the target object’s internal structure 
(which consists of many diodes, transistors, bond-wire 
lengths, and shapes), its angle, and the electromagnetic 
characteristics of the environment. Since the system 
user cannot know the target objects, it is possible to 
make the system more sensitive by optimizing the cir-
cuit- and system-related design parameters to increase 
the detection range. 

Accuracy deteriorates as a result of system-related 
leakage as well as target-related characteristics. Received 
harmonic-level comparison includes some uncontrolled 

parameters coming from the target. These uncontrolled 
target parameters can be objects that have different 
behaviors (e.g., RF filtering and amplification) at the sec-
ond and the third harmonic frequencies. In addition, the 
signal path loss will be quite different for the harmon-
ics: because of its lower frequency, the second harmonic 
has a lower path loss compared to the third harmonic. 
Moreover, the path loss depends on the working envi-
ronment. Therefore, some correction strategy must be 
developed to improve system accuracy.

Technical Details 
Before discussing the system’s implementation, we 
need to consider some technical details about the 
system’s operation, based on the assumption that the 
system has a flat, even response over all possible oper-
ating conditions and frequency ranges. Think of a P-N 
junction in an integrated circuit (IC), and imagine that 
this P-N junction is connected to a bond wire, an exter-
nal pin, and printed circuit board (PCB) tracks that 
behave as an antenna for the radiation. When this IC 
is illuminated with sufficient RF energy, the amount of 
power reaching the target P-N junction, ,PR  is

 . . . [ ],P G G G P WR T TO FF P FF t= - -  (1)

where GT  is the Tx antenna gain of the system, GTO FF-  
is the reception gain of P-N junction at the fundamen-
tal frequency, GP FF-  is the path loss at the fundamental 
frequency, and Pt  is the transmitted output power of 
the system.

The P-N junction will generate second and third har-
monics from the energy in the received signal. The mea-
sured harmonic signals are calculated in (2) and (3) as

 . . . . [ ]P P CG G G G WH R R H R TO H R P H R R2 2 2 2= - -  (2)

 . . . . [ ],P P CG G G G WH R R H R TO H R P H R R3 3 3 3= - -  (3)

where PH R2  and PH R3  are the second and third har-
monic powers measured by the radar Rx, CGH R2  and 
CGH R3  are the conversion gain at the second and third 
harmonic frequencies, GTO H R2-  and GTO H R3-  are the 
transmit gain of the P-N junction at the second and 
third harmonic frequencies, GP H R2-  and GP H R3-  are 
the path losses at the second and third harmonic fre-
quencies, and GR  is the Rx antenna gain of system.

Using (2) and (3), the power ratio of the measured 
harmonics is calculated as
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Figure 1. (a) The P-N junction V-I characteristic and (b) the 
M–M junction V-I characteristic.
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To make a true comparison, it is necessary to use the 
conversion gains for the second and the third harmon-
ics because these represent the target’s actual response to  
the  received power. As seen in (4) –(7), directly compar-
ing the measured harmonic signals does not provide a 
correct result. However, neither is it possible to directly 
measure the conversion gains. The measured harmonic 
magnitudes must be updated with a correction factor 
as given in (7). The correction factor is composed of two 
elements: the first stands for the difference of the target 
object’s behavior at the harmonic frequencies; the sec-
ond stands for the path-loss difference. As the preceding  
analysis suggests, the  correction factor depends on the 
target object and the path loss. 

In addition, it is clear that the correction factor is fre-
quency dependent and, as a consequence, difficult to 
calculate mathematically. Therefore, a good approach is  
to operate the system at multiple transmit frequencies to 
reduce the false alarms. For the simplest scenario, if the 
line-of-sight condition is assumed and the Friis equation 
[26] is used, the path loss difference can be calculated 
using the formula 

 ,log logG
G

P HR

P HR

HR

HR

3

2

3
2

2
2

m

m
=

-

-c cm m  (8)

where ( )H R H R2 3m m  is the signal wave-
length at the second (third) harmonic 
frequency. The path loss difference 
between the second and third harmonics 
becomes 3.52 dB when the fundamental 
frequency is 2 GHz. The second and third 
harmonics, HR2 and HR3, are at 4 GHz 
and 6 GHz, respectively.

Study Specifics
For our work, we selected 
concrete as an example of 
a tough working environ-
ment because of its high 
signal attenuation. Another 
important environmental 
characteristic is the level 
of wetness. Wet working 
environments (such as con-
crete or insufficiently dried 
wood) cause even harsher 
RF signal attenuation. In 
[27], the authors provide 
detailed path-loss analyses 
for different environmental 

conditions, e.g., glass, lumber, plywood, plain concrete, 
and brick.

We measured the path losses for the air and the 
concrete (C35 class) at different distances using an 
experimental setup. In this setup, both the Rx and the 
Tx antennas were located on opposite sides of the mate-
rial target (one side being air, the other side concrete), 
with the signal generator powered up to +0 dBm. The 
Rx antenna was connected to a spectrum analyzer, and 
the received signal was measured. This experiment was 
performed for different thicknesses of concrete and dif-
ferent stand-off distances. 

The measured values are provided in Table 1. There 
could be a !1-dB measurement error because of the 
cable, the connector loss estimation, reading errors, 
and the measurement system‘s accuracy and calibra-
tion. As these results show, the working environment 
has a direct role in the path-loss ratio and can reach 
25.3 dB for a 30-cm plain concrete wall [27].

Portable Harmonic Radar System 
Components and Implementation
Figure 2 shows the block diagram of the harmonic 
radar system, which consists of Tx and Rx antennas, 
an RF/microwave circuit with optimized system spec-
ifications (a highly sensitive Rx, high transmission 
power with low power consumption, etc.), a digitizer, 
and a central processing unit to run the application 
and the graphical user interface (GUI). An important 
design challenge for this type of harmonic radar is the 

TaBle 1. Path loss measurements for air and the concrete.

Frequency Air (30 cm) Air (15 cm) Concrete (30 cm)  Concrete (15 cm)

2 GHz 29.2 !1 dB 22.5 !1 dB 55.8 ! 1 dB  31.8 !1 dB

4 GHz 33.8 !1 dB 27.8 !1 dB 91.7 ! 1 dB  46.9 !1 dB

6 GHz 36.9 !1 dB 31.1 !1 dB 117.0 ! 1 dB  63.7 !1 dB

Path loss 
difference

    3.1 dB    3.3 dB    25.3 dB    16.8 dB
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Figure 2. The block diagram of the implemented harmonic radar system. GUI: graphical user 
interface; CPU: central processing unit.
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isolation of the Tx from the Rx. Recent moves toward 
higher transmitted output power and a more sensitive 
Rx make the problem even harder. 

Instead of using a circulator or diplexer at the Tx/
Rx terminal for a single antenna, the Tx and the Rx are 
physically separated, which increases the harmonic iso-
lation between these two sides. This reduces false alarms 
resulting from any internal harmonics generated by the 
Tx circuit, so the system will be sensitive only to harmon-
ics reflected by target objects. With the single-antenna 
option using a diplexer or a circulator, high isolation is 
achieved by the Tx and Rx filters, which, consequently, 
need to be quite sharp. Physical separation of the Tx and 
Rx relaxes the specifications for the Tx and Rx filter. 

In the system, a high-quality 10-MHz oven-con-
trolled crystal oscillator (OCXO) is used to synchro-
nize the Tx, the Rx, and the digitizer. Synchronization 
is important when the digitizer results are used to 
measure harmonic strengths. The operating frequency 
for the Tx is selected at between 1,950 and 2,050 MHz; 
the selected Rx frequency range is between 3,900 and 
4,100 MHz for the second harmonic and between 5,850 
and 6,150 MHz for the third harmonic. The Rx is able 
to detect between 3,900 and 6,150 MHz, and it is time-
multiplexed to get the second and the third harmonics 
(the Rx is tuned to the second and third harmonic in 
turn). The choice of operating frequencies depends on 
the target size resolution and the detection distance. 
Using high frequencies, such as 2 GHz, allows small 

objects to be detected, but only at short detection dis-
tances. Using lower operating frequencies, such as 900 
MHz, allows targets to be detected at longer distances, 
but the system is more sensitive to relatively larger 
objects [26].

Harmonic Radar Tx
The design specifications for the Tx of the harmonic 
radar system are high-output RF power (greater 
than 30 dBm), low frequency settling error (less than  
50 kHz), fast frequency settling time (fewer than 3 ms), 
suppressed harmonics (80 dB lower than fundamental 
frequency), and low power dissipation. A wideband 
frequency synthesizer (model LTC6946-2 from Lin-
ear Technology) is used to generate a transmit signal 
in the range of 1,950–2,050 MHz with an approximate  
0 dBm output RF power. The transmit signal is low-pass 
filtered to eliminate harmonics and then preampli-
fied with a linear amplifier (model RFLA1018DS from 
RFMD) with a 25-dB gain. The transmit signal is again 
low-pass filtered and then power amplified (model 
HMC453QS16 from Hittite) in the last stage. 

The obtained output power from the Tx is approx-
imately +32 dBm, and the antenna gain is added to 
this value to get the effective radiated RF power. 
Total power dissipation of the Tx is about 6 W. The 
block diagram of the TX is illustrated in Figure 3(a). 
The frequency settling time is around 1.5 ms, and 
the frequency settling error is around 30 kHz. The 
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Figure 3. Block diagrams for (a) the harmonic radar Tx and (b) the harmonic radar Rx. PA: power amplifier; LPF: low-pass filter; 
LNA: low-noise amplifier; HPF: high-pass filter; demod: demodulator; BPF: bandpass filter. 
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Tx is controlled using an serial peripheral interface 
provided from the controller’s field-programmable 
gate array (FPGA) core. In addition, digital out-
put power control functionality is implemented to 
adjust the transmitted RF power. The size of the Tx 
circuit is 60 mm # 40 mm.

Harmonic Radar Rx
The harmonic radar Rx is implemented using a 
homodyne Rx topology. The received RF signal is 
amplified and filtered three times and then applied to 
an in-phase quadrature (IQ) demodulator that gives 
I and Q output signals at a 750-kHz intermediate fre-
quency (IF). The IF signals are in differential form and 
are low-pass filtered and then amplified with a pro-
grammable IF amplifier. The amplified IQ outputs are 
fed to the digitizer. The digital side I and Q signals are 
fed to the real and imaginary inputs of the complex fast 
Fourier transform (FFT) operation. Using a single I or 
Q signal is also possible, at the expense of 3-dB loss on 
the signal level. The detailed block diagram of the Rx is 
illustrated in Figure 3(b).

The received signal is amplified with a low-noise 
amplifier that has a 1.3-dB noise figure and a 16-dB gain 
(model HMC717LP3 from Hittite). The received signal 
includes unwanted frequency components at the Tx 
frequency, which can generate false second and third 
harmonics by the Rx circuit. Therefore, a 3.8-GHz high-
pass filter (model HFCN 3800 from Mini-Circuits) is 
applied after each low-noise amplifier at the Rx to mini-
mize the transmitted signal flow to the Rx. 

The operating frequency range of 
the Rx is quite large to cover the sec-
ond and the third harmonics. o cover 
the complete Rx frequency range 
(3.9–6.15 GHz), a different form of fre-
quency synthesizer (model LTC6946-3 
from Linear Technology) is used in 
the Rx. The Tx, Rx, and digitizer are 
fed with the same 10-MHz reference 
oscillator for a coherent operation. 
The down conversion is fulfilled with 
a broadband IQ demodulator (model 
ADL5380 from Analog Devices). 

The performance metrics of the Rx 
are summarized in Table 2. The size 
of the Rx circuit is 125 mm # 37 mm. 
In addition to analog techniques, 
signal bandwidth is narrowed by 
applying digital filters to reach the Rx 
sensitivity performance levels stated 
in Table 2.

Tx and Rx Filters
The ideal Tx filter is supposed to 
reduce the level of harmonics gen-
erated by the Tx circuit to the Tx 

antenna, while the transmitted signal can pass with-
out loss. The Tx filter is a low-pass filter, and the filter 
passband is dc to 2.5 GHz with a maximum insertion 
loss of 1 dB. The filter passband voltage standing wave 
ratio (VSWR) is about 1.9:1. Filter stopband rejections 
are about 75 dB at 4 GHz and 68 dB at 6 GHz. The Tx 
filter is implemented on a PCB with two surface-mount 
low-pass filters (model LFCN-2600 from Mini-Circuits) 
cascaded on RO4003 laminate material manufactured 
by Rodgers. The size of the Tx filter circuit is 35 mm # 
15 mm.

The Rx filter is used to reduce the level of the trans-
mitted signal to the Rx. The Rx filter is implemented as 
a high-pass filter. The filter passband is around 3.5 GHz 
to 10 GHz, with a maximum insertion loss of 1 dB. The 

TaBle 2. Rx performance specifications.

Rx Performance Value

Frequency range 3,900–6,150 MHz

Input P1dB -30 dBm

Gain 45 dB

Minimum sensitivity -130 dBm

Noise figure 1.6 dB

Power consumption 2 W

IF 750 kHz
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Figure 4. S-parameter characteristics for (a) the Tx low-pass filter and (b) the Rx 
high-pass filter.



46  November 2015

filter passband VSWR is about 1.7:1. The filter stopband 
rejection is about 76 dB at 2 GHz. The Rx filter is imple-
mented on a PCB with two surface-mount high-pass 
filters (model HFCN-3100 from Mini-Circuits) cascaded 
on the RO4003 material. The size of the Rx filter circuit 
is 34 mm # 16 mm. 

Both the Rx and Tx filters were measured by a vector 
network analyzer. Figure 4 illustrates the S-parameter 
characteristics for the Tx and Rx filters.

Tx and Rx Antennas
With NLJD applications, it is impossible to determine 
the Tx and the Rx antenna polarizations without know-
ing the target and its position/orientation. Under linear 
polarization transmitting conditions, the orientation 
of the target has a direct effect on the signal power 
delivered to the target. Therefore, a circularly polar-
ized antenna with a perfect axial ratio was chosen to 
eliminate the risk of not delivering enough power to the 
target. As a result, a spiral antenna type was chosen and 
implemented [16], [17], [28]. The axial ratio is the ratio 
of the major axis to the minor axis of the polarization 
ellipse and should be less than 3 dB for circular polar-
ization. An axial ratio of 0 dB means a pure circularly 
polarized antenna.

The Tx antenna is a 2-GHz left-hand circularly 
polarized spiral antenna as shown in Figure 5(a). The 
antenna gain is measured as -0.6 dBi, and the axial 
ratio is 1.1 dB. The S11 of the antenna is measured as 
-14.5 dB. The antenna’s diameter is 10 cm, and its height 
is 7 cm. To reduce backside radiation of the antenna, an 
Eccosorb AN-75 series multilayer absorber is used in 
the antenna’s back cavity. The antenna’s backside radia-
tion should be as low as possible to avoid any potential 
interference and any parasitic, and thus false, alarms. 
The Tx antenna measurement setup and the radiation 
pattern measurement are illustrated in Figure 5(c) and 
Figure 6(a), respectively.

The Rx antenna is a 4–6-GHz left-hand circularly 
polarized spiral antenna as shown in Figure 5(a). The 
antenna gain is measured as 2.4 dBi and 3.14 dBi at  
4 GHz and 6 GHz, respectively. The axial ratio is 
measured as 0.7 dB and 0.5 dB at 4 GHz and 6 GHz, 

(a) (b) (c)

Tx Antenna Rx Antenna

Figure 5. (a) The Tx and Rx antennas. (b) The nickel spray-coated metallization layer. (c) The antenna measurement setup in an 
anechoic chamber.
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the Rx, and (c) the 6-GHz spiral antenna radiation pattern  for 
the Rx.
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respectively. The S11 of the antenna is below -13.5 dB 
through the 4–6 GHz frequency bands. The anten-
na’s diameter is 6 cm, and its height is 7 cm. The Rx 
antenna is designed at 2 GHz to reduce coupling the 
level between the Tx and Rx antennas at the trans-
mitting frequency. The antenna gain is measured 
as -14.5 dBi at 2 GHz. To reduce backside radiation 
of the antenna, an Eccosorb AN-74 series multilayer 
absorber is used in the antenna back cavity. The Rx 
antenna measurement setup and the radiation pat-
tern measurements are illustrated in Figure 5(c) and 
Figure 6(b) and 6(c), respectively. 

The Tx and Rx antenna polarizations are the same 
because the reflected signal, which strongly reflects 
from the wall face, is cross-polarized, so another cou-
pling reduction advantage is gained at the Rx side.

The impedance matching of the Tx and Rx spi-
ral antennas is achieved by incorporating a broad- 
band balun into the feeding structure. The isolation 
between the Tx and Rx antennas is measured as 48 dB 
at 2 GHz, 57 dB at 4 GHz, and 59 dB at 6 GHz.

The spiral antenna needs to be backed with a 
closed metallic cavity to a radiate a unidirectional 
beam to enhance the antenna gain and the radia-
tion efficiency. The drawback of using this cavity 
is observed on the circular polarization behavior 
through the whole frequency band due to multiple 
reflections from the cavity wall. The closed metal-
lic cavity is filled with an absorber to overcome this 
problem, with gain degradation, on the other hand, 
enhancing the circular polarization characteristics 
of the antenna in the desired frequency range. The 
cavity is implemented as a plastic (Delrin) cover 
with nickel spray coating (ENSCP 400H) from Elec-
trolube instead of a heavy mechanical material [see 
Figure 5(b)]. Using nickel spray coating as a metal-
lization layer for the cavity reduces the Tx and Rx 
antenna weights significantly and, therefore, total 
system weight, but at the expense of a slight reduc-
tion in the antenna gains. 

The total Tx antenna weight is 124 g, and the total 
Rx antenna weight is 62 g. In total, the plastic cover 
implementation provides 38% lighter antennas as com-
pared to an aluminum cover implementation. Such light 
implementation is critical for portable systems.

Digitizer
The digitizer is the third main block of the electronic 
hardware unit. Its task is to convert the analog signals 
coming from the I and Q paths on the Rx channels. 
Therefore, two analog-to-digital converter (ADC) 
channels are required, and they must be synchro-
nized. A critical issue with this block is the imple-
mentation of a phase-synchronized design between 
the ADC channels. To alleviate this design constraint, 
a quad 14-bit ADC chip with a single encode clock 
(model LTC-2171 from Linear Technology) is utilized. 

The encode clock is fed to the internal phased-lock 
loop block to generate the sampling signal and is 
distributed to all ADC cores within the same IC. The 
encode clock is fed from the common 10-MHz refer-
ence clock. 

The digitized outputs are in serial low-voltage dif-
ferential signaling (LVDS) format, and deserialization 
is implemented by the FPGA core. The serial LVDS out-
put format is used to reduce the pin count needed to 
capture ADC data by the FPGA core. The total power 
dissipation of the digitizer is about 3 W. The size of the 
digitizer circuit is 110 mm # 70 mm.

A 10-MHz sampling clock is used to collect 8-k 
samples, and 8k-FFT results are calculated. Rectangu-
lar windowing is used. These operations are repeated 
eight times, and the results are summed to obtain 
an average over all the measurements. This process 
is repeated for the second and the third harmonic 
frequencies. The whole process is completed within 
22.24 ms with a 100-MHz FPGA clock.

Analysis Algorithm and  
Experimental Results
The system described was implemented and applied to 
several test objects. Different types of semiconductor 
targets (labeled ST) are used to test the system. An RF 
mixer (ST ,1  1.85 cm # 1.85 cm), an IC circuit (ST ,3  1.85 cm 
# 1.85 cm), and an active RFID Tx (ST ,4  2.5-cm diameter) 
were chosen and are shown in Figure 7(a). In addition, a 

ST1

ST2

ST3

ST4

CMT1

CMT2

(b)(a)

Figure 7. The test objects used in the experiments: (a) the 
semiconductor targets and (b) the corrosive metal targets.

The issues most commonly encountered 
with NLJD systems are detection  
range and accuracy.
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semiconductor target was designed with several diodes 
(an RF mixer topology) and implemented on a PCB (ST ,2

1.85 cm # 1.85 cm), also shown in Figure 7(a). 
To simulate the false alarm condition, two cor-

rosive metal targets (labeled CMT) were constructed 
(CMT1  with construction wire, 5-cm diameter, and 
CMT2  with paper clips, 5-cm diameter), as shown in 
Figure 7(b). When two metals are touching each other, 
a false alarm may be generated by a nonlinear junction 
between these metals since M–M junctions also gener-
ate harmonics. The system may interpret this object as 
a semiconductor by only looking at the received har-
monic levels. Ideally, this object should be detected 
as an M–M junction. However, the effects explained 
earlier cause the system to interpret this target as a 
semiconductor object. When the system detects a semi-
conductor, the second harmonic will be greater than 
the third harmonic; for the corrosive metal detection, 
the scenario will be reversed. To compare the results 
quantitatively, a measure called the certainty measure 
CM^ h is defined and calculated as

 CM P
P

H R

H R
2

3

2=  (9)

 CM ,P
P

H R

H R
3

2

3=  (10)

where PH R2  is the second harmonic power level and 
PH R3  is the third harmonic power level.

Note that the measured harmonic levels should 
be corrected with the correction factor as given in 
(7). In (9) and (10), the correction factor is ignored 
because it is not possible to calculate it exactly. 
Instead of exactly calculating the correction factor, 
it is possible to observe its effect by running some 
experiments on the target. The correction factor 
depends on the target harmonic characteristics and 
the path-loss difference at the harmonic frequencies. 
At each transmit frequency, the correction factor can 
be changed by varying the path-loss difference as 
one moves closer to or further from the target. How-
ever, this technique does not ensure that the correc-
tion factor gets close to zero since the path loss at 
the third harmonic frequency is always larger than 
that at the second harmonic frequency. To generate 
the possible scenarios for the correction factor to 
approach zero, this process is repeated at different 
transmit frequencies. 

After completing the process, it is possible to draw 
the following conclusions. Increasing the distance 
improves the semiconductor detection probability at 
a given transmit frequency, and similarly reducing 
the distance improves the corrosive metal detection 
possibility. In addition to the distance, some transmit 
frequencies are good for semiconductor detection, 
and some are good for corrosive metal detection. 
Therefore, by sweeping the distance and the transmit 
frequency, more target scenarios are measured, and 
the obtained results have an improved probability of 
containing the scenarios at which the correction fac-
tor is sufficiently small to make the correct decision.

The measured results when the target objects are 
placed at 10 cm, 20 cm, 30 cm, 40 cm, and 50 cm away 
from the sensor head are given in Figure 8(a) for ST2  
and Figure 8(b) for CMT .1  This process is repeated for 
the Tx frequency range of 1,950 MHz–2,050 MHz. The 
Tx, the Rx, and the Tx and Rx antennas are assumed 
to have equal characteristics in this frequency range 
since the maximum antenna gain fluctuation is less 
than 1 dB in the transmitted RF power, the Rx sensitiv-
ity, and the antenna gain. The test environment is also 
clean of any interference, i.e., there should not be any 
signal on the Rx spectrum above -130 dBm when the 
Tx is off. 

As shown in Figure 8(a) and (b), some frequencies 
provide higher detection sensitivity depending on the 
characteristics of the target objects and the distance.  
The frequencies close to 1,965 MHz, 2,015 MHz, and 
2,035 MHz are good for detection of the semiconductor 
ST ,2^ h  and those close to 1,957 MHz, 1,968 MHz, 2,002 

MHz, and 2,050 MHz are good for detection of the 
corrosive metal target CMT .1^ h  Some frequencies can 
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certainty measure CM2^ h for ST2  and (b) the third harmonic 
certainty measure CM3^ h for .CMT1
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activate the P-N junction of the target better than other 
frequencies, which the results illustrate. These results 
will be different when different targets are used. 
Therefore, there is no best operating frequency for all 
targets. The Tx must be swept over the entire operating 
frequency range to increase the detection sensitivity 
and the accuracy of the harmonic radar. These figures 
show that transmitting on multiple frequencies and 
evaluating results in a logical way can provide better 
accuracy and sensitivity. 

When the target object is composed of purely semi-
conductor material or purely of corrosive metal, the 
system can more accurately make the correct detec-
tion because the received harmonic signals have good 
SNR values to reach a conclusion. However, when the 
semiconductor material and the corrosive metals are 
both in the target, the system will generate many sig-
nals of close harmonic strength,  and it is hard to come 
up with a conclusion. Figure 9 represents the scenario 
when a semiconductor object ST3^ h and a corrosive 
metal object CMT1^ h are found together. 

This is the case for most current electronic bugs 
since they include both semiconductor material and 
corrosive metals. An example of a corrosive metal is the 
antenna part of an electronic bug. Most current NLJD 
systems try to come up with single result: either a semi-
conductor or a corrosive metal [7], [10], [11]. However, 
this limits the user’s knowledge about the target and 
may result in false conclusions. Instead of making a  
single estimate, the percentage of the likelihood for a 
target being 1) a semiconductor, 2) a corrosive metal, 3) 
undetermined, or 4) not detected, respectively, can be 
provided over the transmit frequency range to increase 
the user’s interpretative ability. In the 
remainder of this section, we will 
discuss he detection algorithm for 
accomplishing this likelihood (illus-
trated in Figure 10).

Each object has a different com-
position of semiconductor and cor-
rosive parts. Therefore, we expect 
to see a signature for each target at 
the results of the algorithm. When 
the distance is incorporated into the 
result, the following experimental 
conclusions can be made. For purely 
semiconductor targets, the semi-
conductor detection percentage is 
expected to be high, and there may 
be a small percentage of undeter-
mined or corrosive metal detection 
cases at a short distance. We assume 
a “short distance” to be 10 cm for 
purposes of our work, but it could be 
any possible value. 

As the distance is increased, the 
corrosive metal and undetermined 

percentages move toward the semiconductor percent-
age. For purely corrosive metal targets, the corrosive 
metal or undetermined percentage is expected to be 
high, and the semiconductor percentage  low at a short 
distance. As the distance is increased, the semiconduc-
tor percentages move toward the corrosive metal or 
undetermined percentages. For a mix of semiconduc-
tor material and corrosive metal, both the corrosive 
metal and semiconductor percentages are expected to 
be high at a short distance. 

Figure 9. A target consisting of both semiconductor material 
and corrosive metal.
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The choice of operating frequencies 
depends on the target size resolution 
and the detection distance.
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The semiconductor part is detected at the transmit 
frequencies where the semiconductor detection sen-
sitivity is higher. The corrosive metal part is detected 
at the frequencies where the corrosive metal detection 
sensitivity is higher. As the distance is increased, the 
semiconductor percentage will become larger, and the 
corrosive metal/undetermined percentage will grow 

smaller. After a certain distance, all results will con-
vert to not detected, depending on the target. These 
experimental conclusions can be extended as more 
targets are applied to the test. The algorithm tries to 
increase the user’s interpretative ability to explore the 
target’s characteristics.

As noted previously, targets are classified into 
four groups: semiconductor, corrosive metal, unde-
termined, and not detected. When the second and 
the third harmonic amplitudes are lower than some 
threshold level (in our work, we define this as SNR 
= 5 dB), the target is classified as not detected. When 
the received harmonic amplitudes are greater than 
the threshold level and close to each other, the system 
cannot reach a conclusion, and the target is classified 
as undetermined. When some of the received har-
monic amplitudes are greater than the threshold level 
and the second harmonic is larger than the third har-
monic above a certain level ( dB),A P P 5H R H R2 3T $= -  
the target is classified as semiconductor. When 
some of the received harmonics are greater than 
threshold level and the third harmonic is larger 
than the second harmonic above a certain level 
( dB),A P P 5H R H R3 2 $D = -  the target is classified as 
corrosive metal. This classification is repeated over a 
range of transmit frequencies.

Operating on multiple transmit frequencies can 
increase the system’s accuracy. The novel detection 
algorithm we have developed (Figure 10) provides 
a percentage measure for the likelihood of a target 
being semiconductor, corrosive metal, undeter-
mined, or not detected. The transmit frequency is 
swept from a start point to a stop point, and each run 
is classified to obtain a percentage. The system’s user 
will be able made a conclusion based on the likeli-
hood of possible cases. 

TaBle 3. Frequency response analysis  
for the test objects: example 1.

1,950 MHz,fstart =  2,050 MHz,fstop =  1MHz,f =D  
10 dBA =D

S (%), C (%), U (%), ND (%)

10 cm 30 cm 50 cm

ST1 61, 0, 39, 0 99, 0, 1, 0 100, 0, 0, 0

ST2 100, 0, 0, 0 85, 0, 1, 14 11, 0, 0, 89

ST3 85, 0, 15, 0 100, 0, 0, 0 100, 0, 0, 0

ST4 100, 0, 0, 0 100, 0, 0, 0 85, 0, 3, 12

CMT1 0, 98, 2, 0 0, 0, 5, 95 0, 0, 0, 100

CMT2 0, 95, 5, 0 1, 78, 19, 2 0, 33, 27, 40

Both 24, 5, 70, 0 46, 0, 54, 0 98, 0, 2, 0

TaBle 4. Frequency response analysis  
for the test objects: example 2.

1,950 MHz,fstart =  2,050 MHz,fstop =  10 MHz,f =D  
10 dBA =D

S (%), C (%), U (%), ND (%)

10 cm 30 cm 50 cm

ST1 55, 0, 45, 0 100, 0, 0, 0 100, 0, 0, 0

ST2 100, 0, 0, 0 89, 0, 2, 9 9, 0, 0, 91

ST3 82, 0, 18, 0 100, 0, 0, 0 100, 0, 0, 0

ST4 100, 0, 0, 0 100, 0, 0, 0 91, 0, 0, 9

CMT1 0, 100, 0, 0 0, 0, 10, 90 0, 0, 0, 100

CMT2 0, 100, 0, 0 0, 73, 18, 9 0, 28, 27, 45

Both 27, 9, 64, 0 36, 0, 64, 0 91, 0, 9, 0

TaBle 5. Frequency response analysis  
for the test objects: example 3.

1,950 MHz,fstart =  2,050 MHz,fstop =  1MHz,f =D  
5 dBA =D

S (%), C (%), U (%), ND (%)

10 cm 30 cm 50 cm

ST1 94, 0 , 6, 0 100, 0, 0, 0 100, 0, 0, 0

ST2 100, 0, 0, 0 95, 0, 1, 4 55, 0, 8, 37

ST3 93, 0, 7, 0 100, 0, 0, 0 100, 0, 0, 0

ST4 100, 0, 0, 0 100, 0, 0, 0 93, 0, 3, 4

CMT1 0, 99, 1, 0 0, 5, 4, 91 0, 0, 0, 100

CMT2 0, 98, 2, 0 2, 88, 10, 0 0, 59, 19, 22

Both 44, 22, 34, 0 78, 2, 20, 0 100, 0, 0, 0

We propose a frequency-analysis 
algorithm to improve the accuracy  
of the system for targets that have  
both semiconductor and  
corrosive metal parts.
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As an example, consider the start and stop frequen-
cies , MHz,f 1 950start =  , MHz,f 2 050stop =  MHz,f 1T =  
and dB,A 10T =  with the results for all targets given 
in Table 3. The amplitude-difference threshold between 
the harmonic strengths is .AT  At this setting, the system 
is able to finish the job within . , ms.22 24 101 2 246# =  
When we increase fT  to 10 MHz to make the system 
faster, the results are given in Table 4. When AT  is 5 dB, 
the results are provided in Table 5. In these tables, the 
maximum percentages are underlined.

ST1  is classified as semiconductor for 61% and 
undetermined for 39% at 10 cm as shown in Table 3. As 
the distance is increased, all undetermined percent-

ages move to semiconductor. With these results, the 
user can make the following conclusions: 

•	ST1  has strong semiconductor characteristics, but 
it includes some corrosive metal parts as well. 

•	ST2  is always classified as semiconductor, and 
the percentages for corrosive metal and unde-
termined cases are small at all distances. At the 
50-cm distance, it is classified as not detected. 
Therefore, the conclusion is that ST2  is a pure 
semiconductor. 

•	The results for ST3  are similar to ST .1  But the 
results show that ST3  has weaker corrosive metal 
characteristics compared to ST .1  

•	The results for CMT1  and CMT2  show the charac-
teristics of purely corrosive metal. 

•	The “both” case shows high semiconductor, cor-
rosive metal, and undetermined percentages. As 
the distance is increased, the corrosive metal and 
undetermined percentages move toward semi-
conductor. This is similar to ST ,1  but the user can 
say that the “both” condition has higher corrosive 
metal characteristics than the ST1  target.

Finally, the accuracy of the harmonic comparison 
method is degraded by the path-loss difference and 
the harmonic characteristics of the targets. Therefore, 
an analysis mode for NLJD systems will improve the 
accuracy by providing full frequency response maps 
at different distances. The normal operational mode 
of the implemented system is based on the harmonic 
comparison method. When the system harmonic-
signals appropriately, users can move to the analysis 
mode to analyze the characteristics of the target using 
the proposed algorithm. Normal operational mode 
and the analysis mode of the system are shown in Fig-
ure 11(a) and (b), respectively.

As illustrated in Figure 12, the implemented har-
monic radar is low in cost (the estimated cost is 
approximately €1,800) and portable (the dimensions 
are 20 cm # 30 cm # 11 cm, and the weight is 1.7 kg). 
With this size and weight, the system is suitable for 

(a) (b)

H2

H3

Figure 11. (a) The normal operational mode and (b) the analysis mode in percentages.

Figure 12. The implemented low-cost, portable harmonic radar.

Figure 13. The implemented harmonic radar with a 
telescopic cane.
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handheld applications. In the example liquid crystal 
display shown in Figure 12, H2 indicates the second 
harmonic level, and H3 indicates the third harmonic 
level. Figure 13 illustrates the portable harmonic radar 
with a 1.2-m telescopic cane to provide different stand-
off distances.

Conclusions
We have presented a complete design of a harmonic 
radar for electronic countersurveillance applications. 
The system has +32 dBm Tx output power and -130 
dBm Rx sensitivity. The radar is able to transmit at the 
frequency band of 1,950 MHz–2,050 MHz and receive 
at the range of 3,900 MHz–6,150 MHz. The total power 
dissipation is approximately 11 W, excluding host pro-
cessor and GUI. This power dissipation can be reduced 
by turning off the radar for a portion of time or reduc-
ing the Tx output power. 

The detection range of the NLJD radar is more than 
50 cm for semiconductor and corrosive metal targets, 
depending on the target characteristics. The selection 
of transmit frequency has an important effect on the 
detection sensitivity, and more than one frequency (or 
a range of frequencies) should be used to increase the 
detection performance of the harmonic radar. 

We have provided a novel frequency response 
analysis algorithm to be used in this type of system for 
increasing the user’s knowledge about hidden objects. 
The proposed algorithm is applied to various semicon-
ductor and corrosive metal targets to show improve-
ments in accuracy when using the proposed detection 
algorithm. In addition, the proposed algorithm shows 
good accuracy when applied to challenging targets 
when both semiconductor and corrosive metals are 
within the radar’s range.
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To simulate the false alarm condition, 
two corrosive metal targets were 
constructed.


